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1 Executive Summary

The IT product identified in this report was assessed according to the EUCC Annex IV Assurance
Continuity Requirements [EUCC], the developer’s Impact Analysis Report [IAR] and the Evaluator
Assessment [EA].

The baseline for this maintenance assessment was the Certification Report [CR], the Security Target and
the Evaluation Technical Report of the EUCC certified product, reference EUCC-3110-2026-2500173-01.

The changes to the certified product are related to a HW update to functionality outside the TOE
boundary that does not affect the TOE implementation, the introduction of an additional TOE SW
configuration and guidance updates related to these changes. As a result, the new Security Target [ST]
covers one new HW version and two SW configurations, resulting in three new TOE versions.

Consideration of the nature of the changes leads to the conclusion that they can be classified as minor
changes and that certificate maintenance is the correct path to continuity of assurance.

The resistance to attacks has not been re-assessed in the course of this maintenance process.
Therefore, the assurance as outlined in the Certification Report [CR] is maintained for the product.

The identification of the maintained product is modified to NXP NSN4XX2MO0 Series - Secure Element,
versions NSN4XX2M0_SE B1.1.000 J6, NSN4XX2M0_SE B1.1.000 TO, NSN4XX2M0_SE B2.1.000 TO.

This Maintenance Report is an addendum to Certification Report EUCC-3110-2026-2500173-01
Certification Report [CR].

There is no new certificate and ETRfc as a result of this maintenance activity.

Reproduction is authorised provided the report is reproduced in its entirety.

This document was initially issued on 18 September 2026 as version 1 and re-issued same day as
version 2 to correct the year of issuance.
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2 Details of the Assurance Continuity activity

2.1 Introduction

On 12 May 2026 NXP Semiconductors Netherlands N.V. submitted a request for assurance continuity
maintenance activity for the NXP NSN4XX2MO0 Series - Secure Element, version NSN4XX2M0_SE
B1.1.000 J6, certified under EUCC as EUCC-3110-2026-2500173-01. The Certification Report [CR],
Security Target and the Evaluation Technical Report from EUCC-3110-2026-2500173-01 were the
baseline for this subsequent maintenance activity, identified as EUCC-3110-2026-2500173-01-M-01.

A developer provided [IAR] was received, describing:

0] the changes made to the certified TOE,

(ii) the evidence updated as a result of the changes and
(iii) the security impact of the changes.

The [IAR] was supported by the evaluator's assessment [EA].

2.2 Description of changes to the product

The TOE is a secure microcontroller hardware platform together with its IC Dedicated Software.

The changes to the certified product as described in the [IAR] were assessed as only related to a HW
update to functionality outside the TOE boundary that does not affect the TOE implementation, the
introduction of an additional TOE SW configuration and guidance updates related to these changes. As a
result, the new Security Target [ST] covers one new HW version and two SW configurations, resulting in
three new TOE versions.

The update to the TOE was classified as minor changes with no impact on security. This update to the
TOE was classified by developer [IAR] and original evaluator [EA] as minor changes with no impact on
security.

Configuration Management procedures required a change in the product identifier. Therefore, the name
was modified to NXP NSN4XX2MO Series - Secure Element, versions NSN4XX2M0_SE B1.1.000 J6,
NSN4XX2MO_SE B1.1.000 TO, NSN4XX2MO_SE B2.1.000 TO0 to include the updated hardware
component. An update of the guidance documentation was needed to reflect the new TOE configurations
and reflect other minor changes.

The configuration list for the TOE has been updated as a result of the changes to include the updated
Security Target [ST].

2.3 Affected developer evidence

The list of affected developer evidence is listed in [DEV_DOCS] together with the updated [ST] and [ST-
Lite]. The configuration list for the TOE has been updated as a result of the changes and the following
TOE guidance has been also updated:

Identifier Version
NSN4XX2MO0_SE Information on Guidance and Operation Revision 1.2
NSN4XX2MO Integration manual, UM10955 Revision 1.3
NSN4XX2M0_SE TOE Identification, AD00091 Revision 1.5
NSN4XX2M0_SE Programmer's Manual, Application Note, RM00308 Revision 1.03
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3 Conclusion

Consideration of the nature of the changes leads to the conclusion that they can be classified as minor
changes and that certificate maintenance is the correct path to continuity of assurance.

The resistance to attacks has not been re-assessed in the course of this maintenance process.
Therefore, the assurance as outlined in the Certification Report [CR] is maintained for this version of the
product.



V4

A
Page: 6/6 of EUCC-3110-2026-2500173-01-M-01 Maintenance Report, 18 September 2026 TRUSTCB
v

TRUST AND VERIFY

4 Bibliography

This section lists all referenced documentation used as source material in the compilation of this report.

[EU-EUCC]

[EU-EUCC-
amdt.1]

[EU-EUCC-
amdt.2]

[CCMB-2024-002]

[CC2022_TP]
[CR]
[DEV_DOCS]

[EA]

[EUCC-AC]

[IAR]

[ST]

[ST-Lite]

COMMISSION IMPLEMENTING REGULATION (EU) 2024/482 of 31 January
2024 laying down rules for the application of Regulation (EU) 2019/881 of the
European Parliament and of the Council as regards the adoption of the European
Common Criteria-based cybersecurity certification scheme (EUCC)

Commission Implementing Regulation (EU) 2024/3144 of 18 December 2024
amending Implementing Regulation (EU) 2024/482 as regards applicable
international standards and correcting that Implementing Regulation

Commission Implementing Regulation (EU) 2025/2462 of 8 December 2025
amending Implementing Regulation (EU) 2024/482 as regards definitions, ICT
product series certification, assurance continuity and state-of-the-art documents

Errata and Interpretation for CC:2022 (Release 1) and CEM:2022 (Release 1),
Version 1.2

Transition Policy to CC:2022 and CEM:2022
EUCC-3110-2026-2500173-01 Certification Report, version 1.0, 12 August 2026

Cl_List NSN4XX2M0_B1_B2_SE_CertificationEvidence_v1.0, 15 September
2026

NSN4XX2MO_SE Configuration Document, Revision 0.4, 7 August 2026
NSN4XX2MO_SE TOE Identification, Version 1.5, 7 August 2026

NSN4XX2MO0_SE Information on Guidance and Operation, Rev 1.2, 04
September 2026

NSN4XX2MO0 Integration manual, UM10955, Revision 1.3, 28 May 2026

NSN4XX2MO0_SE Programmer’s Manual, Application Note, RM00308, Revision
1.03, 08 May 2026

NSN4XX2MO0 Series Secure Element Partial Evaluation Technical Report, version
1.0, 18 September 2026

ENISA EUCC Scheme Guidelines, Assurance Continuity - Practical Change
Scenarios for certified ICT Products, Version 1, October 2025

NXP NSN4XX2MO Series — Secure Element Impact Analysis Report, v1.4, 15
September 2026

"NXP NSN4XX2MO Series - Secure Element", Security Target, Revision 2.4, 7
September 2026.

"NXP NSN4XX2MO Series - Secure Element", Security Target Lite, Revision 2.4,
7 September 2026.
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